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I ntroduction

On August 4, 2026, the United States Court of Appeals for the Ninth Circuit issued its
decision in Amazon.com Services, LLC v. Perplexity Al, Inc., vacating a preliminary
injunction that had barred Perplexity’s Al-enabled web browser from interacting with
Amazon's website. * The decision addresses a question of first impression: whether an
Al “agent” that assists a user in navigating a website constitutes unauthorized

“access’ under the federal Computer Fraud and Abuse Act (CFAA).2 The court held
that, on the facts presented, it does not, concluding that it is the user, not the Al tooal,
who “accesses’ the website for purposes of the statute.  This alert summarizes the
decision and its practical implications for Al developers and deployers, aswell as for
businesses whose platforms or data may be implicated by Al-driven interactions.

Background

The CFAA isthe principal federal anti-hacking statute. It prohibits, among other
things, intentionally accessing a “ protected computer” without authorization or in
excess of authorized access, and provides both criminal penalties and acivil right of
action for those who suffer qualifying damages.* In recent years, courts have
interpreted the CFAA narrowly, confining it to its core purpose of preventing
unauthorized intrusion into computer systems. For example, in Van Buren v. United
Sates, the Supreme Court held that a person “exceeds authorized access’ when they
access a computer with authorization but then obtain information from off-limits
areas of that computer, such asrestricted files, folders, or databases, but not when



they access permitted information for an improper purpose.® Further, in hiQ Labs, Inc.
v. LinkedIn Corp., the Ninth Circuit held that scraping publicly available data does not
constitute access “ without authorization.” ® Amazon v. Perplexity now confronts a new
dimension: whether an Al agent’s actions can be attributed to its developer as

“access’ under the CFAA.

In this case, Perplexity developed an Al-enabled web browser called “Comet” with an
optional agentic Al feature, which the court refersto asthe “Assistant.” The Assistant
can perform tasks autonomously within the browser at the user’s direction. When a
user directs the Assistant to perform atask on Amazon.com, such asfinding a
product, the Assistant takes screenshots of the user's browser view, sends those
screenshots to Perplexity’s servers for analysis, and receives navigation instructionsin
return.” Critically, the user's browser (not Perplexity’s servers) communicates directly
with Amazon's servers at all times. The Assistant cannot operate independently, but
instead relies on both user direction and server-side instructions to function.

Before Comet’s release, Amazon informed Perplexity that its Al products would not
be authorized to interact with the Amazon Store.® Perplexity declined to use a
“user-agent string” that would have alowed Amazon to identify and block the
Assistant. In response, Amazon filed suit in November 2025, alleging violations of
the CFAA and its California state anal og, the Comprehensive Computer Data Access
and Fraud Act (CDAFA).® In March 2026, the district court granted Amazon a
preliminary injunction.’® Perplexity appeaed.™

The Court’s Analysis

The Ninth Circuit vacated the injunction, holding that Amazon was unlikely to
succeed on the merits of its CFAA claim.’? The court’s reasoning rested on a textual
point: the CFAA punishes “whoever . . . intentionally accesses’ a protected compuiter,
and “whoever” means a person. 3 In the court’s view, the Assistant, “ however
advanced,” is atool, not a person for statutory purposes.'* Because Perplexity’s
servers never communicated directly with Amazon’s servers, and because it was the



user’'s browser that transmitted requests to Amazon.com, the court concluded that the
user, not Perplexity, was the one who “accessed” Amazon’s computers, with the
Assistant serving as a navigational aid.'®

In coming to this holding, the court distinguished prior Ninth Circuit precedents. In
Facebook, Inc. v. Power Ventures, Inc., the court held a third-party platform liable
under the CFAA for directly causing messages to be sent on Facebook’s website,
focusing mainly on the question of authorization, rather than access, and assumed,
without extended analysis, that the platform itself had accessed Facebook’s servers. 6
In Meta Platforms, Inc. v. BrandTotal Ltd., the court declined to extend CFAA
liability to a browser extension that passively collected data already sent to a user's
computer, finding it was not “ accessing” or “communicating with Meta's servers.” 17
Here, the Assistant was more active than BrandTotal’s extension but, likein
BrandTotal, did not involve Perplexity’s servers directly communicating with
Amazon’s systems. The court found this factual distinction dispositive.

The court’s reasoning aligns with the narrowing trajectory of recent CFAA
jurisprudence. Just as Van Buren rejected the idea that accessing information for an
improper purpose triggers CFAA liability, the court here rejected the idea that
facilitating a user's access through an Al tool is the same as the developer itself
gaining entry.'8 The court invoked the rule of lenity, observing that extending the
CFAA to cover this conduct would require a“novel interpretation far afield” from the
statute’'s anti-hacking purpose and could “expose users themselves to crimina
liability” simply for using an Al-assisted browser. That result, the court noted, would
be inconsistent with congressional intent.’® This echoes both Van Buren's concern
about attaching “criminal penaltiesto a ... commonplace computer activity” anchiQ
Labss caution against stretching the statute to cover conduct far removed from
hacking.?

The court reached the same result under the CDAFA, holding that all equitable factors
weighed against the injunction.?* It was careful, however, to limit its holding. The
court explicitly stated: “We do not establish a new legal regime governing agentic



Al.”?? The decision turns on the specific technical architecture at issue, particularly
the fact that Perplexity’s servers never directly accessed Amazon’s systems, and
|leaves open whether a different architecture might yield a different result. Ina
footnote, the court also clarified that its ruling does not impair Amazon'’s ability to
enforce access restrictions through private terms of service; the CFAA simply is not
the vehicle for doing so on these facts.?®

Practical Implications
For Al Developers and Deployers

e Architecture Matters. The outcome in this case turned on how Perplexity’s
product was built. Because the user’s device, not Perplexity’s servers,
communicated with Amazon, the court found that there was no “access’ by
Perplexity. Al companies should carefully consider how their products are
architected. Based on this case, designs where the user’s device remains the point
of contact with third-party systems areless likely to raise CFAA concerns.
Conversaly, system architectures where an Al agent directly queries or
communicates with athird party’s servers without user mediation may yield a
different result.

e TheHolding IsNarrow, Not a Safe Harbor. The court went out of itsway to
limit its ruling. It did not bless agentic Al interactions broadly, and it expressly
left open whether greater Al autonomy or different technical designs might
constitute “access.” Developers should not treat this decision as blanket
permission to circumvent access restrictions. As Al agents grow more
sophisticated and potentially act with greater autonomy and less user direction,
the legal analysis may shift. The CFAA's limitations should not be confused with
a broader legal safe harbor, as other legal theories remain available.

e Termsof Service Still Create Exposure. The court noted that website operators
remain free to enforce access restrictions through private contract.?* While a



terms-of-service violation may not rise to CFAA liability, it can still support
breach of contract, trespass to chattels, or unfair competition claims. Al
companies should remain attentive to the terms governing platforms their
products interact with, particularly where those terms explicitly prohibit
automated or Al-assisted access.

For Businesses Whose Data May Be I mplicated

The CFAA HasLimitsasa Protective Tool. Businesses that have relied on the
CFAA to deter unwanted automated access to their platforms should reassess.
Where an Al tool operates through a user’s browser rather than directly
accessing the business's servers, the CFAA isunlikely to provide a remedy.
Combined with hiQ Labs (which limited the CFAA for publicly available data),
this decision further narrows the statute’s utility as a defensive tool, particularly
against the new generation of Al-assisted browsing products.?

Strengthen Contractual and Technical Protections. Because the court
preserved the enforceability of private access restrictions, businesses should
review and strengthen their terms of service to explicitly address Al-assisted or
automated access. The Van Buren framework suggests the CFAA is most
protective when data sits behind clear technological “gates,” such as
authentication barriers, access controls, and similar mechanisms. For datathat is
accessible once a user islogged in, contractual terms and robust technical
measures (bot detection, rate limiting, user-agent requirements) are the primary
line of defense.

Consider the Public/Private Data Distinction. The Ninth Circuit’s body of
CFAA precedent now draws a meaningful line between data behind
authentication barriers and data that is publicly accessible or available to any
authenticated user. Businesses should evaluate where their most sensitive data
sits on this spectrum and ensure that their access controls and contractual
restrictions reflect the level of protection they need, rather than relying on the



CFAA tofill gaps.

e Monitor Legidative Developments. Given the CFAAs limitations as applied to
Al-driven interactions, thereis growing interest in legislative updates at both the
federal and state level to address Al agents directly. New legislation could shift
the legal landscape significantly, and businesses should monitor these
developments closaly.

Conclusion

The Ninth Circuit's decision in Amazon v. Perplexity isthe latest in aline of rulings,
including Van Buren, hiQ Labs, and Bartz v. Anthropic,® in which courts have
declined to stretch existing statutes to broadly regulate Al, opting instead for narrow,
fact-specific holdings that aim to preserve the core purpose of each legal framework.
The decision provides important early guidance on how the CFAA applies to agentic
Al, but significant open questions remain. These include how courts will treat Al
agents that directly access third-party systems rather than operating through a user's
device; whether the “tool vs. person” distinction will hold as Al agents become more
autonomous; how the decision interacts with other legal theories available to platform
operators; and whether Congress will update the CFAA or enact new legidlation to
address Al-assisted access directly. Companies developing or deploying Al tools, and
companies whose platforms may be subject to Al-driven interactions, should evaluate
their exposure in light of this evolving landscape.
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