
Adopting a trade secret strategy that includes reverse engineering competitors' products and

processes can lead to valuable market insights. Reverse engineering is the deconstruction and

analysis of a product to understand how it works. As long as another company's trade secret is

lawfully acquired, the Defend Trade Secrets Act (DTSA) provides that reverse engineering does

not constitute the "improper means" needed to establish misappropriation. Now, super-charge

your efforts through AI/ML-powered reverse engineering by using sophisticated algorithms to

understand the design, function, or composition of innovations with unprecedented speed and

scale.

While traditional reverse engineering has long been a legitimate tool for competitive analysis, AI

ampli�es its capabilities signi�cantly. This technological leap leads to interesting legal

considerations. For one, should the power of AI change what constitutes legitimate competitive

intelligence versus misappropriation? The lines are blurring, creating new challenges for IP

protection and enforcement.

Ethically, we face questions of fairness, transparency, and responsible competition. Does AI-

powered reverse engineering undermine the incentive for original R&D? How do we ensure

accountability when AI's "black box" analysis is involved? And what about the potential for

misuse or unintended consequences?

Navigating this complex landscape requires a proactive approach. Companies must establish

clear internal policies for AI use, strengthen IP protection strategies, and conduct due diligence

on AI tools. The goal remains the same – fostering innovation while preventing unfair and

unethical practices. Through AI, the means and methods will continue to evolve to make reverse

Leveraging AI to Foster Innovation While Preventing
Unfair and Unethical Practices

Matthew D. Kohel

Published 10/20/2025

https://www.saul.com/professionals/matthew-d-kohel
https://www.saul.com/professionals/matthew-d-kohel
https://www.facebook.com/sharer/sharer.php?u=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.facebook.com/sharer/sharer.php?u=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.facebook.com/sharer/sharer.php?u=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.facebook.com/sharer/sharer.php?u=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.facebook.com/sharer/sharer.php?u=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://twitter.com/intent/tweet?text=&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://twitter.com/intent/tweet?text=&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://twitter.com/intent/tweet?text=&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://twitter.com/intent/tweet?text=&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://twitter.com/intent/tweet?text=&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.linkedin.com/shareArticle?mini=true&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.linkedin.com/shareArticle?mini=true&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.linkedin.com/shareArticle?mini=true&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.linkedin.com/shareArticle?mini=true&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
https://www.linkedin.com/shareArticle?mini=true&url=https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
mailto:?subject=Leveraging%20AI%20to%20Foster%20Innovation%20While%20Preventing%20Unfair%20and%20Unethical%20Practices&body=Here%20is%20the%20latest%20from%20Saul%20Ewing.%20https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
mailto:?subject=Leveraging%20AI%20to%20Foster%20Innovation%20While%20Preventing%20Unfair%20and%20Unethical%20Practices&body=Here%20is%20the%20latest%20from%20Saul%20Ewing.%20https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
mailto:?subject=Leveraging%20AI%20to%20Foster%20Innovation%20While%20Preventing%20Unfair%20and%20Unethical%20Practices&body=Here%20is%20the%20latest%20from%20Saul%20Ewing.%20https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
mailto:?subject=Leveraging%20AI%20to%20Foster%20Innovation%20While%20Preventing%20Unfair%20and%20Unethical%20Practices&body=Here%20is%20the%20latest%20from%20Saul%20Ewing.%20https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices
mailto:?subject=Leveraging%20AI%20to%20Foster%20Innovation%20While%20Preventing%20Unfair%20and%20Unethical%20Practices&body=Here%20is%20the%20latest%20from%20Saul%20Ewing.%20https://www.saul.com/insights/alert/leveraging-ai-foster-innovation-while-preventing-unfair-and-unethical-practices


engineering easier and cheaper for companies to undertake.

This is a dynamic frontier, and we are still in the early innings. Understanding and shaping the

ethical and legal boundaries of AI-powered reverse engineering is crucial for safeguarding

intellectual property and ensuring a level playing �eld in the age of AI.
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