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DSIT's latest findings on AI, other emerging technologies and
cyber security

What You Need to Know

Key takeaway #1

AI is likely t o have an out sized impact  on t echnology convergence in emerging t echnologies, and
t his AI impact  is widely seen as “paradigm shift ing”.

Key takeaway #2

Emerging t echnology pairings provide innovat ive t ools for enhancing cyber securit y but
simult aneously int roduces new risks t o securit y. The cyber risk landscape is becoming increasingly
complex due t o t he dynamic int eract ions.

Key takeaway #3

Securit y needs t o be flexible and adapt able t o respond t o t he const ant ly evolving t hreat s. Zero
t rust  is t he preferred model.

Key takeaway #4

Cross sect or collaborat ion is essent ial, given how different  sect ors may end up int eract ing and
t he vast  use cases. We ant icipat e t his may also just ify t he ant icipat ed mandat ory report ing
requirement s for ransomware at t acks (see our previous art icle on t he recent  ransomware
consult at ion here).

Key takeaway #5

Much like exist ing dat a prot ect ion principles wit h a requirement  for ‘privacy by design’, securit y
must  be built  int o design and int egrat ed from earliest  st ages of innovat ion and development .

Key takeaway #6

https://www.crowell.com/en/insights/client-alerts/uk-governments-take-on-ransomware-insights-from-the-recent-consultation
https://www.crowell.com/en
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Organisat ions should build resilience and preparedness t o emerging t hreat s and be proact ive in
risk assessment  t hreat  modelling.

Key takeaway #7

A lot  of  emerging t echnology is under-researched, so t here are st ill impact s on unknown securit y
risks. Being an early adopt er may bring more risks, as t here are pot ent ial unknowns wit h a lack of
research in cert ain areas.

Key takeaway #8

Dat a manipulat ion (also known as dat a poisoning), where dat a is pollut ed by cyber at t ackers t o
produce unreliable out put s or out comes, is becoming an area of increasing concern.
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On 8 August, the UK Department for Science, Innovation & Technology (“DSIT”) published a report  titled
“Emerging technologies and their effect on cyber security” (the “Report ”). It examines how the convergence
of AI, IoT, Quantum, Edge Computing, Blockchain and other emerging technologies is transforming the cyber
threat landscape. We’ve summarised below some of their key findings and takeaways. In the pursuit of growth
and efficiencies many companies are considering how to adopt emerging technology into their operational
processes, and the Report provides a useful guide as to emerging cyber risks and where the UK Government’s
attention is focused as it launches the Cyber Resilience Bill later this year.

The key concepts and methodology
DSIT defines a number of terms in the Report including the following:

Technology Convergence—The tendency for technologies that were originally unrelated to become more
closely integrated and even unified as they develop and advance.

Emerging Technology—a technology whose development, practical applications, or both are largely
unrealised. These technologies are generally new, but also may include old technologies finding new
applications.

Converged Technology Pairing—Two technologies that are likely to converge as they develop, as each
technology supports and augments the capability of the other.

Converged Technology Grouping—A group of more than two technologies that are likely to converge as
they develop, as each technology augments the capability of the group.

The overall questions DSIT looked at are:

https://www.gov.uk/government/publications/emerging-technology-pairings-and-their-effects-on-cyber-security/emerging-technologies-and-their-effect-on-cyber-security
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1. Which groups or pairings of emerging technologies are likely to create novel/compounding cyber security
risks?

2. Which industries will be affected by such novel/compounding cyber security risks?
3. Which applications of emerging technologies are most likely to be affected by technology convergence?

Technology pairings and new security risks
The Report provides an analysis of specific use cases and examples of Converged Technology Pairings, whilst
presenting the cyber concerns that arise due to such convergence. Some examples from the Report are set
out below.

The above is a brief selection of what DSIT examined for the purposes of this article. The Report also details
other pairings.

Commentary
Organisations across all industries are now expected to keep up with technological advancements to maintain
a competitive edge, and this will likely lead to adoption of more emerging technologies that converge. Of
course there are benefits to being an early adopter, but there are several risks associated including the cyber
ones shown above. To facilitate growth, efficient innovation and information governance can be both a
competitive differentiator and an essential to mitigating compliance risks. Businesses should have in place
governance that allows you to make the right competitive decisions, whilst having full knowledge to mitigate
against cyber risks and adopt the right security protocols.

Organisations should be aware that emerging technology convergence could attract future regulatory scrutiny.
DSIT’s findings show an overlap with existing frameworks, and sector specific rules (such as security by
design). Considerations should be made in multi-vendor ecosystems and contracts should address and reflect
the risks that come from combined technologies and be forward looking on advancements. Vetting of vendors
should consider looking at interdependencies, especially as technology converges it may be difficult to
differentiate between which party is at fault particularly in relation to cybersecurity incidents.
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Businesses should also review incident response processes to ensure there are mechanisms to adapt
processes to innovation – especially as additional emerging technologies are adopted. It will be important to
ensure collaboration between suppliers. Regulatory reporting triggers may also overlap across regimes as
these convergences become more complex – mapping out such requirements may reduce delays when you
come across an incident.

As organisations navigate the complexities of emerging technologies, a proactive approach to governance,
regulatory compliance, and collaborative incident response will be essential in safeguarding against cyber
risks.
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